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Presenter Notes
Presentation Notes
Welcome to Records and Information Management.  This presentation is aimed at anyone new to recordkeeping, or who wants to refresh their records management knowledge and skills. 
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Records retention webinar series

. Records and information management
Records retention schedules
Preserving and disposing of government records
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Essential records management

Full webinar series: www.health.mn.gov; search for “records
retention”



Presenter Notes
Presentation Notes
This mini-webinar is the first of four webinars on records retention from the Minnesota Department of Health, intended to help local health departments with their records retention work. For the rest of the webinar series, please visit www.health.mn.gov, and type “records retention” into the search bar.


http://www.health.mn.gov/
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Agenda

Records management
principles

What is a record?

How do | manage a record?
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In this presentation, we’re going to talk about records management principles, what makes something a record, and appropriate methods for managing records.


RECORDS

AND

INFORMATION

MANAGEMENT IN MINNESOTA

Why records retention?

Records retention saves us
time, space, and money.

It allows us to concentrate
on doing our work.

It ensures we’re accountable
to Minnesotans
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However, before we jump into the “what,” let’s quick talk about the “why.” Why do we need to care about records retention in the first place, in an age when we can just search for a document on our network and pull it up as we need it?

Well, first, if you can do that, hats off to you—many people aren’t comfortable or don’t know how to search thoroughly. And how would we do that instantaneous searching with our paper records?

But even if we could theoretically keep every single record filed away neatly in our network or computer, it simply wouldn’t be practical. The amount of space it takes to save records we don’t need—both paper and electronic—is bigger than many of our organizations’ current capacity. And it costs a lot of money. And searching a lot of records is time-consuming. Records retention makes our metaphorical haystack a lot smaller and easier to tackle when we’re searching for that needle.

** In short, maintaining our records on a schedule, together, saves us time, space, and money, *** allowing us to get on with actually doing our work. It’s time and effort on the front end, but it’s worth the investment.

Consider the converse, however: If we want to save time and money, why not just delete everything when we’re done with it? Well, sometimes we need to see what we did in the past, for many reasons we’re about to explore.

** Responsibly and consistently maintaining our records helps us be accountable to our customers—the people of Minnesota.
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Requirements for records

Records and information management:
Creating, receiving, maintaining, using, and disposing of records

e Official Records Act (Minn. Stat. § 15.17)
e Government Records Administration (Minn. Stat. § 138.17)
e Uniform Electronic Transaction Act (Minn. Stat. § 325L)

 Photographic Copies of Business and Public Records Act (Minn. Stat. §
600.135)

e Data Practices Act (Minn. Stat. § 13 and Minn. R. 1205)
e HIPAA (Pub. L. No. 104-191)

mn
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So, what is records retention? 

Well, records information management is the field of study responsible for the efficient and systematic control of everything that happens in a record’s life cycle: creating them, receiving, maintaining, using, and disposing of them. 

** Several state and federal laws specifically address government record-keeping; you can see some of them here. 

** In Minnesota, statutes 15.17 and 138.17 are the two primary laws that address record-keeping requirements. 

** The Minnesota Government Data Practices Act, or Minnesota Statute chapter 13, addresses how to protect information. 

In addition to these, there are other Minnesota statutes that address information protection and sharing, which may apply to your records. 

** Your records may also be subject to federal requirements under Public Law 104-191, known as the Health Insurance Portability and Accountability Act, or HIPAA.

** If you’re unsure what requirements you need to follow, please talk with your supervisor or your data practices compliance official.
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Definition: Record

A “record” is typically defined as any
documentation or information
created and stored at an organization
that is essential to the functioning of
that organization, regardless of the
format or medium.
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What is a record?

We define records as any piece of material that is essential to an organization’s business function—past, present, or future.

The format of a record is irrelevant—it could be a piece of paper, an email, a video recording, a database, and more.

Without records, we wouldn’t be able to do our jobs.

Records are an important organizational asset, and they have value. They provide continuity for ongoing operations, provide support in legal and financial matters, and they capture and document the relationships and transactions between the organization and its partners and customers. They also provide historical evidence of decisions and events.
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Record keepers

Everyone who does business on government’s behalf is a
record-keeper.

A primary record-keeper acts as the record’s steward
throughout the retention schedule.

If you're not the primary record-keeper but receive a record:
The first person in an email “to” line makes sure the record
ends up with the primary record-keeper or is placed in the
record-keeping system.
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Who should be an official record-keeper? We hear this question a lot.

** The law is pretty clear: Everyone who does business on behalf of the government is required to do record-keeping.

The goal of record-keeping is to keep only one copy of the record and retain it for the time specified in something called a retention schedule. A retention schedule is your agency’s list of what types of records need to be kept and for how long.

** Your agency should identify a primary holder or responsible office for the record in question; this person may have the role of record-keeper for that particular record because of where the files are located, or for another reason.

People who are not the primary record-keepers can discard their copies as convenience copies, while the primary record-keeper follows the retention schedule.

** Designating an official record-keeper is easier to do with paper records than for electronic records. Often, electronic records are sent to many people listed as primary contacts or carbon copies. The basic rule of thumb is that the first person listed in the “to” line is responsible for ensuring that the record is placed in the record-keeping system or given to the primary record-keeper.
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Value

Is there a legal, financial,
historical, or administrative
need for the record/info?

Emotional, sentimental, or
intuitive value does not
determine a government
record.
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The value of information varies. 

** To determine the tangible value of information as a government records, we need to look at whether there is legal, financial, historical, or administrative need for the record or information. If so, we retain the record for as long as those needs are present.

** Often, we apply emotional, sentimental, or intuitive value to information. When we apply these sorts of values, it often results in saving too much information, and spending a great deal of time managing that information. 

Always keep in mind that we shouldn’t retain records for a period of time greater than what’s stated in the organization’s retention schedule.
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Definition: Information

“Information” is typically
defined as any documentation
that helps us understand a
topic. It doesn’t usually need
to be retained as long as a
record.
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How do we define “information?”

Information is any documentation that can help us understand a topic. It frequently comes from a variety of sources, like the internet, periodicals or journals, or through knowledge passed from others. Information can exist in a variety of formats. It can be the basis for decision-making, or become evidence to support a claim. 

However, something we’d classify as information is considered a non-record, and we can discard it when we no longer need it.

Not all pieces of information are actual, official records.
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Definition: Non-record

A “non-record” is any
document, device, or item,
regardless of physical form or
characteristic, created or
received that does not serve
to document the organization,
functions, policies, decisions,
procedures, operations, or
other activities of the office.

10 m
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What is a non-record?

Non-records are things that don’t document the work of the organization, and we encounter a lot of those in our work. These are things like duplicate copies, working drafts, extracted data, lists or logs, or convenience copies of documents. Non-records can also be junk mail, catalogs, library materials, or personal correspondence. We can dispose of all non-records when they are no longer useful, and we don’t need to manage them as records.


RECORDS AND INFORMATION MANAGEMENT IN MINNESOTA

Definitions: Retention schedule, record series

Retention schedule: Record series:
A policy or plan that defines A group of similar
how long an organization documents that are related
must keep information, and as the result of being
provides guidelines for how created, received, or used
that information should be in the same activity or
disposed of function

11 m


Presenter Notes
Presentation Notes
There are a few more terms we should cover: 

** A retention schedule is a policy your organization will have created, that tells you how long you should keep a record for, and how you should dispose of it once that time period is up. Depending on the number or type of records your organization touches, your retention schedule may contain just a few rules, or may contain hundreds of rules that apply to all different types of records.

** A record series is simply another term for a group of similar documents that are related because of how they’ve been created or used.
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Appearance: What do records look like?

Physical: Paper, memos, contracts

Images: Videos, photos, audio
recordings

Electronic: Email, attachments,
instant messages/chats

Network: Drives (private and shared)

Online/web: Internet, intranet,
social media

Database
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Records will vary in appearance.

Records may be in a physical form that resides in a filing cabinet, but they’re no longer JUST those things.

They are very often electronic documents, but can also be voicemail messages, photos, or video recordings. You can find records in databases, online, or on social media sites like Facebook and Twitter. It’s important to recognize what a record is and where it resides, because we have to manage that record to demonstrate a good faith effort to comply with legal requirements.
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Life cycle of a record
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Records and information have a life cycle. 

** They are created through interactions between our organization and its constituents.

** They have an active period, when we use them in business processes.

** They transition to a semi-active period, where we only access them occasionally.

** Eventually, they move to an inactive period, where we retain them in storage until they reach the end of the retention period determined in our retention schedule.

** Finally, they transition to a final destination: Destruction, or we transfer them to another entity like the Minnesota Historical Society.


RECORDS AND INFORMATION MANAGEMENT IN MINNESOTA

Filing plan for records

Aim for quick and easy
access to records and info

Use consistent naming

Common filing examples:
Alphabetical, chronological,
geographical, numerical, by
topic
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Effective business operation requires a good filing plan, so we can easily access records, evidence, and relevant information. 

Regardless of file format, aim for quick and easy access. Arrange your files in an order best suited for rapid retrieval and disposition. 

A consistent naming convention might include a subject, a name associated with the record, a number that identifies the record, or a title. 

The most common filing arrangements are alphabetical, chronological (by time), geographical (by location), numerical, or by topic. Let’s talk about what those might look like.
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Filing methods: Alphabetical

Helpful for retrieving by
name or topic

Requires consistency in
naming, filing

May need to specify as
series grows

May require cross-
referencing
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Alphabetical filing is when you arrange your files in alphabetical order. This is most helpful when you retrieve records by name or topic. However, we must remember that even the most simple alphabetical system requires establishing consistent and uniform filing standards. As the record series grows—that is, as the number of similar documents grows—your subjects may need to become more specific, and this may require extensive cross-referencing. 
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Filing methods: Chronological

For records created or
maintained daily

Retrieval can be slow

Few remember dates
accurately

Date of occurrence rarely
how we retrieve
information

16 m
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Chronological filing is most useful for records you create and monitor on a daily basis. You could arrange folders in sequential date order, for example. However, many experts recommend avoiding chronological filing, because retrieving these records can be slow—few people tend to remember dates accurately, and date of occurrence is rarely the basis one uses for retrieving information.
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Filing methods: Geographical

By place name

Tends to grow large over
time

Subdivision often required

17 m
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Geographical filing is when we alphabetically arrange information by geography or place name. These files tend to become very large over time, and often require subdivision to be useful.
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Filing methods: Numerical

By serial number:

Files that arrive with a
predetermined number

Numbers assigned upon
creation (invoices, POs)

By digit:

Numbers already applied
(social security, budget #)

For series with many records
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We can most easily manage numerical filing through a few different systems: 
By serial number, which we can use for files that arrive with a predetermined or pre-printed number. This works best for records that are assigned a number upon creation, like invoices and purchase requests.
By digit, which means we use an already-applied number to identify folders, like by social security number, student number, patient number, or budget number. This works best for record series containing a large number of records.
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Filing methods: By topic

Each subject gets its own
folder

Good for diverse topics

Folders tend to grow very
large over time
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Sometimes we file by topic or subject, and we provide each subject with its own folder. This is a very useful system when we have a lot of diverse topics in a workplace. However, these files also tend to grow very large over time.
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Organizing records

Centralized filing system
Decentralized filing system

Hybrid filing system

20 m
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Good records management relies on designating a place to store records. Consider three types of filing systems: A centralized system, a decentralized system, and a hybrid system. 
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Organization: Centralized filing system

Single, central location Easier to maintain uniformity,
Majority of users have access to a consistency

majority of files Requires less equipment and space
Greater control over files for storage

No need for duplicate files
21 m
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The first is a centralized filing system, where all records reside in a single central location in an office. This is most useful when the majority of individuals in an office require access to a majority of the files. The electronic equivalent to this would be a shared network drive. In a centralized filing system, you have greater control over the files, it’s easier to maintain uniformity and consistency, all information about a given subject is located in a central location, you’ve eliminated the need for duplicate files, and you require less equipment and space to store records.
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Organization: Decentralized filing system

Different locations for different record Smaller chance of misfiling records
Series Greater security and confidentiality

Individuals have access to specific Closer physical location to user
record series

User is same person as creator, or can
grant access
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A decentralized filing system physically locates record series in different places within an office. It is most useful when one individual requires access to a specific record series. The electronic equivalent might be an individual’s access to their own PC.

In this case, it only works if the file creator is the same person as the file user, or the primary record-keeper is able to grant access to other specific users.

In a decentralized file system, there is a smaller chance that folders and records are misfiled into the wrong record series. Limited access to a record series leads to greater security and higher confidentiality, and the record series is located in a closer physical location to the user.
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Organization: Hybrid filing system

Some series are central, some are decentralized
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It’s also possible for an office to use a hybrid filing system, that consists of both central and decentralized locations. You might file the majority of records in a central location, while a specific record series sits near its primary user.

You might not want to impose a centralized system on records accessed by one individual. Maybe you don’t want individuals to have to routinely search through several locations to find the record they need.

Remember, your office’s filing system should reflect your office’s function and organization.
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Emails are not automatically records

|II

“Email” does not
automatically mean
“record”

Content determines
whether email = record

Don’t save all things for all
time

24 m
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Much of the world uses email as a primary method of communication. Every day, we receive a flurry of messages that require our attention. 

** However, we often mistakenly associate the term “email” with the term “record.” In reality, the email itself is just the way we convey information, just like an envelope conveys a letter.

** It’s the content in emails that determines whether the email is a record, and whether we need to apply record retention principles. 

** It’s also important to remember that email doesn’t manage itself, so good email management doesn’t mean saving all email messages for all time. 

Let’s talk about some strategies to manage email.
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N oUW N R

Email management

. Immediately delete non-work/junk.

Touch emails once; file them right away.

Create folders for non-public and personal emails.
Create folders for hot topics and specific projects.
Automate! Use rules or filters.

Use flags or categories to put things off until later.

Purge regularly: inbox, folders, sent, deleted items, etc.

25

mn


Presenter Notes
Presentation Notes
There are a few basic strategies you can use to help you manage email: 

** Get rid of non-work or junk emails immediately.
** Touch an email once. The time you spend filing something right away will save you more time later searching for something.
** Create a folder for non-public documents, and another folder for all personal correspondence. Segregate that content immediately after you read it. This will help you later if you have an information request; it’ll greatly reduce the time you need to separate documents suitable for public review.
** Create folders on your shared drive for hot topics or specific projects. These types of things tend to be records, and you should move them to your hard drive, instead of keeping them in your email client.
** Take advantage of automation features in your email client by creating rules or filters that move messages immediately to the appropriate folder.
** If you have to delay or defer an action to a later time, flag or color code your messages and your calendar. These colors can help catch your eye, and remind you that these items need your attention.
** Purge your email regularly according to the retention schedule. In addition to your inbox, make sure you also purge any folders, including your sent folder and deleted items. 

Remember, a few minutes of maintenance each week can help save you hours later.
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Electronic records

Easy to [accidentally]
duplicate by sharing, CCing,
emailing, saving new
versions...

Vulnerable to undetected
alteration, loss,
unauthorized sharing
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Record-keeping principles for electronic and paper records are much the same—it’s just the container in which the records reside that’s different. 

** Electronic records can get complicated, however, because it’s so easy to put records in many places by sharing them with other people, attaching them to email messages, or saving new versions to add your changes. Remember, our goal is to just keep one copy of each record.

** Electronic records are also more vulnerable to undetected alteration, when someone makes a small change and forwards it onto another colleague. They’re also vulnerable to loss or accidental deletion, and unauthorized sharing or disclosure when the copies fly fast and furious. We need discipline to carefully manage electronic records. 

Let’s talk about some ways to do that.
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Electronic records management

* Keep drafts only until a final version is complete.
* |f it’s the only copy, it’s the record.
* Delineate between records and reference documents.

* Keep convenience copies only as long as you need (and not
longer than the record itself).

* Organize using the same principles as paper records.
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In general, 

** Keep drafts or working documents only until a final version is complete. Make sure you name each version so you know what to delete at the end.
** If the only copy of the information is electronic, then that’s the official record.
** If you’re keeping documents for reference purposes, make sure that’s reflected in the document’s name so your reference documents don’t get confused with the official records.
** Only keep convenience copies as long as you need. Don’t keep them longer than the official record.
** Always organize electronic files. It’s helpful if you organize them in a way that’s compatible with your paper records, or vice-versa; this provides continuity when you’re searching for records, protecting information, applying records retention, and identifying copies.
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Disposing of records

End of schedule
+ not archival
= obsolete

Purge obsolete records
regularly

Dispose obsolete records
safely
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A good records system depends on managing records according to a retention schedule. 

** If a record has reached the end of its retention period, and it’s not considered archival, you can consider it obsolete. 

** You should purge obsolete records on a regular basis.

** You can dispose of an obsolete record by storing it, deleting or destroying it, or transferring it. We’ll talk about those choices in a minute.
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Why dispose of records?

* Fewer files in the office

* Retrieving files is easier and less time-consuming
* More hands make for light work

* Aligns with records retention schedule

* Reduces risk of litigation loss

* Reduces risk of unfavorable audit

MINNESOTA
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But first, why should we dispose of obsolete records? Surely it can’t hurt to just hold on to everything we might need, just in case, right?

Well, regularly purging obsolete records serves many purposes: 

** It reduces the sheer number of files in the office.
** It makes retrieving files a lot easier, since there are fewer files to search through in the first place.
** The more work we do in the moment, the less time-consuming records management is later. For instance, if you need to clean an office before a move, or a shared drive before a new person joins your team, you won’t be facing a mountain of work—just your normal amount.
** It ensures you’re in compliance with your organization’s records retention schedule. 
** It reduces the risk of litigation loss. That means when your organization loses a lawsuit.
** It also reduces the risk that your organization could exit an audit unfavorably.
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What can’t | dispose of?

Records under audit,
lawsuit, information
request (until resolution)

Records without a
retention schedule (unless
permission of state panel)
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Just as we keep records as evidence of our business transactions, we also need to document where they go when we dispose of them, as evidence of where they went.

Remember, you may not dispose of records under an audit, lawsuit, or information request, until those actions have been resolved.

In addition, you can’t dispose of any record that’s not on a retention schedule, without the approval of the Minnesota Records Disposition Panel. 
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Disposing records safely

Shredding: Use a cross-cut
shredder

Hard drives: Sanitize

Electronic: Delete all
copies, everywhere
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As for actual disposal: If you’re shredding records, be sure to use a cross-cut shredder, which makes paper waste very difficult to reassemble. 

For electronic devices, make sure you sanitize the hard drive before disposing of them or recycling them. Your IT staff will know how to do this.

For electronic records, make sure you delete the records from ALL of their locations—inboxes, sent folders, network drives, databases, SharePoint, websites… you get the idea. 
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Protecting records

If any law or statute’s criteria
apply to your information,
you must protect that
information from accidental
release.
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As we mentioned earlier, we follow local, state, and federal laws that define how we protect and share information, and the requirements and limitations around doing that.

These laws are numerous, and sometimes it seems like they conflict with each other. If you work with information that meets the criteria in ANY of these laws, you have an obligation to protect that information from accidental release. It’s important to be aware of where and how these breaches can occur. You can talk to your data practice compliance official for further training or help with protecting information, and ask your IT staff how your electronic systems are secure and protected.
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Misconceptions about records, part 1

Misconceptions: Reality:

* Records retention isn’t *my* * Records retention is
job. everyone’s job.

* Records management is * Records management
where paper files go when | involves a record’s whole life
don’t need them anymore. cycle, not just the end.

* | don’t use paper, so | don’t * Most records aren’t paper
need to worry about records. anymore, but are accessed

and shared electronically.
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We hear a lot of misconceptions about managing records and information. Here are some common ones: 

** One common misconception is when people think records retention isn’t their job, and that the only people who need to manage records are our administrative and support staff, or the primary record-keeper or the record owner.

** In reality, records management belongs to all of us, and it’s the job of all employees. Just because an activity’s record doesn’t seem important doesn’t mean we can ignore our legal responsibility when it comes to records retention.

** Another common misconception is that records management is where paper files go when we don’t need them anymore. 

** However, records management isn’t just about when you’re done using a record—it’s about the whole process: Where you store it while you’re using it, whether it contains private information that requires security, AND how you dispose of it.

** What about: I don’t use paper, so I don’t need to worry about records. 

** Remember, most records don’t exist on paper anymore, and live their entire lives in a digital format. Records management happens for all records, not just the paper ones.


RECORDS AND INFORMATION MANAGEMENT IN MINNESOTA

Misconceptions about records, part 2

Misconceptions: Reality:

* | can’t get rid of * Follow the retention
documents. schedule.

* These aren’t official * Some routine activities are
records; they’re just the worth capturing in a
things | do. records system.
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What about when you feel like you can’t get rid of documents, because you just never know, you might need them later?

** It’s important to dispose of records when you no longer need them. Each record’s retention period will vary, but it’s rare to find an actual business need for retaining a record longer than the retention schedule. Remember, keeping records for longer than they’re needed burdens your organization’s storage system and exposes the organization to legal risk. If a record is found during legal discovery, it’s still evidence whether the retention schedule is over or not.

** Many people think their routine work doesn’t rise to the level of a record, and for some of us, that might be correct. 

** However, just because an activity is routine doesn’t mean it’s not a record. When we make decisions, when we talk about past history of what we’ve done, it might help future business. We often end up reinventing the wheel because we haven’t captured an organizational memory. Records of business activities, even at an individual level, are official and we should capture them as an official file. The records always belong to the organization.
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Conclusion

Records management
matters, and it starts with
youl.
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We’ve covered a lot of ground in this presentation. No matter what, remember: Records management does matter, and you have the power to help your organization and your co-workers manage records with care and intention.
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Further resources or records retention

* Your county administrator

* Minnesota State Archives (Minnesota Historical Society):
www.mnhs.org/preserve/records/

* MDH public health system consultants:
www.health.mn.gov; search for “who is my public health
system consultant”
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If you have questions about records retention, a number of people can help you.

Your county administrator is a good place to start. 

You can also contact the analysists and archivists at the Minnesota State Archives, which is part of the Minnesota Historical Society. 

Finally, your region’s public health system consultant at MDH can help connect you to people who can help, including our records manager here at MDH.

http://www.mnhs.org/preserve/records/
http://www.health.mn.gov/
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Records retention webinar series

Records and information management
. Records retention schedules
Preserving and disposing of government records

> W N

Essential records management

Full webinar series: www.health.mn.gov; search for “records
retention”
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If you’re ready for the next webinar in this series, it’s called “Records retention schedules,” and you can find it by visiting www.health.mn.gov and typing “records retention” into the search bar.


http://www.health.mn.gov/

mn

DEPARTMENT
OF HEALTH

Thank you.

WWW.HEALTH.MN.GOV
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Thank you for your time today, and for learning more about records management!
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